
Configure Fireeye splunk app 

Help  Configure App 

 

 

Setup page – 

Select All Appliances that you want to monitor. 
Enter API key for DOD (used for detailed dod report generation). 
Enter API key for Virustotal (used to get Virustotal analysis report for a particular Hash). 
Click Save. 

 



 

Detailed Report DOD – 

Click on report ID that you are interested in getting complete detail report for sample submission  

 
URL for detail report would be generated (DOD API Key used for report link generation) 

 

 

On clicking url generated detail report opens on new tab- 

 



Virustotal Analysis for Hash- 

Click on Hash that you are interested in getting complete Virustotal detail-  

 

 

On clicking Hash, Virustotal analysis report opens on new tab- 

 

 

 



Data Input to Splunk  

Settings  Data Inputs  HTTP Event Collector 

 

 

 

Configuring Fireeye Appliances to forward Alerts to splunk server  

1. Go To “Settings” on top of page 
2. Select “Notifications” 
3. Select “HTTP” 
4. Click “ADD HTTP SERVER” 

 

 

 

 

 

 

 

 



 

 

1. Enter a name for server under – “Server Name” 
2. Server Url  http://<splunk_server_ip>:8088/services/collector/raw 
3. User  “x” 
4. Password  Token Value from HTTP Event Collector on Splunk server. 
5. Select “Enabled”, “Alerts Update Notification”, ”Auth” 
6. Notifications  “All Events” 
7. Delivery  “Per Event” 
8. Provider  “Generic” 
9. Format  “Json Normal” or “Json Concise” 
 

 

 

 

 



 

 

 

Landing Page on Fireeye App – 

Sample of how landing page of Fireeye app for splunk looks like. 

 

 

 


