
Businesses have been forced to change the way they operate, embracing a 
digital experience that allows their employees to operate seamlessly from 
anywhere. With this freedom, employees must understand the risks and threats 
that they will encounter every day. Security professionals need to ensure they 
have detection and visibility in place to respond quickly.

As more employees work outside of any corporate perimeter, their work will 
require the use of more SaaS and cloud services that don’t require being on a 
VPN or corporate network. SOC teams still need to know if these employees 
have been targeted or attacked, to ensure a timely response to any threats.

FireEye technology analyzes content and delivers high fidelity results if an 
object is malicious or not. This functionality, coupled with CipherCloud CASB+, 
provides end-to-end protection for your enterprise, to ensure that malicious 
content is not being shared with your employees, partners and customers. 

CipherCloud: Securing Employees in the Cloud
The CipherCloud CASB+ platform provides visibility, end-to-end data protection 
and comprehensive compliance capabilities for your enterprise-embracing 
cloud-based applications. The cloud-native CASB+ platform provides complete 
cloud security controls for enterprises adopting cloud services to ensure the 
protection of confidential and sensitive data at all locations – in the cloud and 
on users’ devices.

CipherCloud CASB+ provides turnkey integration with many SaaS applications, 
which ensures that wherever the customer does business, FireEye detection 
capabilities are active and connected to any custom-built customer applications 
through CipherCloud for Any App. CipherCloud CASB+ delivers complete 
visibility for your organization’s cloud activity with built-in application 
connectors to support many popular cloud-based business applications 
including SAP SuccessFactors, ServiceNow, Salesforce and Office 365®.  
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HIGHLIGHTS

• Detect zero-day and advanced 
targeted attacks in cloud and 
SaaS applications

• Cut off outbound malware 
transmissions to employees, 
customers and partners

• Gain 360-degree visibility  
of enterprise and cloud alerts, 
activities and threats in  
FireEye Helix

43% of companies sacrificed security to move to a 
moile workforce.1

1 Verizon (2020). Mobile Security Index.
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Figure 1. Interactions and outcomes resulting from the partnership between CipherCloud and FireEye.

To learn more about FireEye, visit: www.FireEye.com 
For questions or more information about this integration, contact: integrate@FireEye.com

Integration Overview
CipherCloud CASB+ helps your organization become 
more secure in the cloud and allows you to set up 
rules and processes to effectively do business. FireEye 
Detection On Demand is seamlessly integrated to be 
enabled in mere minutes, giving you a layer of detection 
that can analyze all content shared through CipherCloud 
CASB+.  You then have the flexibility to perform block, 
allow, quarantine or other actions, depending on who or 

FireEye analyzes over 1.1M malware samples per day.  Of all the new malware 
families FireEye Mandiant observed in 2019, 41% had never been seen before.2

Helix

• Increased visibility of 
threats in SaaS apps and 
cloud collaboration

• Detection capabilites 
can now stop malicious 
content from being 
shared across a 
customer’s environment
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where the content originated from. All malware alerts, 
activity and anomalous events that CipherCloud sees are 
fed into FireEye Helix providing your SOC with a wealth 
of information about events and potential threats outside 
of your network or VPN. A FireEye Helix rule pack based 
on elevated CipherCloud events, along with a custom 
dashboard of all CipherCloud activity, make this a turnkey 
integration turnkey.

2 FireEye (2019). M-Trends 2020.


